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Note

• Interactive symbol: tasks for groups
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Gamification in Manipulation Countermeasures

• Serious games
− Gamification: transforming or translating a learning object into a gaming 

experience
− Serious games: Games that offer a unique learning experience and thus have 

an educational function beyond entertainment
− Used in fields like health care, school education, sports, and engineering 

(Ullah et al., 2022)
− Serious games in disinfo education: Immunising the public against techniques 

applied to manipulate public perception and opinion (Roozenbeek & van der 
Linden, 2019)
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Gamification in Manipulation Countermeasures

• Serious social impact games
− Freely accessible games where players slip into the shoes of a fake news 

creators
− Scenario-based game focusing on common strategies used in disinformation 

campaigns
− Players gain credibility and followers for using the disinformation strategies 

they learn in the game
− Players lose credibility and followers for choosing options in line with ethical 

behaviour
− At the end of each scenario, players earn a fake news badge for acquiring a 

new skill
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The Games

•Bad News
− Roozenbeek and Van der Linden in cooperation with DROG (go to BBC for a 

summary) 
− General disinformation game: Work up from “anonymous social media 

presence” to “running a fake news empire” (Roozenbeek & van der Linden, 
2019)

Source: getbadnews.com (link)

https://www.bbc.com/news/technology-43154667
https://www.getbadnews.com/books/english/
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The Games

•Harmony Square 
− Roozenbeek and Van der Linden in cooperation with DROG, Park Advisor, U.S. 

Department of State’s Global Engagement Center, the Department of 
Homeland Security, Gusmanson design agency (Roozenbeek & van der Linden, 
2020)

Source: harmonysquare.game (link)

https://harmonysquare.game/
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The Fake News Game

•Build groups: Play the disinformation game assigned to your team
• How do you feel during the gameplay?
• Take notes on the “badges” you win in each chapter for the plenary session 

afterwards
• Try to optimise your gameplay: What did you do to score higher than the 

previous time?
• Discuss, how close does this game resemble the execution of a real-life 

disinformation campaign?
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The Fake News Game

•Which “Badges” or techniques did you encounter in the game?
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The Badges

• Impersonation
−Mimicking the appearance of organisations and/or spoofing real people (e. g. 

politicians)
− Exploit their credibility and/or sow chaos via fake announcements. Damage is 

done before debunking and correction
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The badges

•Team Jorge 
− a for-hire underground agency 

located in Israel, specialised in 
malign cyber activities. Exposed in 
2022 by investigative journalists. 
Head was Tal Hanan. (Kirchgaessner 
et al., 2023) 

− “Jorge took control of the private 
messaging systems […] Once inside 
[…], Jorge was then able to 
impersonate conversations with 
their contacts.” (Andrzejewski, 2023)

Source: theguardian.com (link)

https://www.theguardian.com/world/2023/feb/15/revealed-disinformation-team-jorge-claim-meddling-elections-tal-hanan
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The badges

•Emotional content
− Content that evokes basic emotions, mostly with negative valence (e. g. fear, 

anger, empathy)
− Gain attention and frame an issue in a specific way according to desired ends
− Emotional content generates higher engagement than less emotional content
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The Badges

•Group polarisation
− Exploit existing grievances and 

tensions in a society to foster 
inter-group division and conflict

− In politics: “garner support for or 
antagonism towards partisan 
viewpoints and policies” 
(Roozenbeek & van der Linden, 
2019)

polarise publics 
and discriminate  
(e. g. between 
political camps, 
against 
minorities) 

Source: own illustrations



12/05/202513

The Badges

•Conspiracy theories
− “Creating or amplifying alternative explanations for traditional news events 

which assume that these events are controlled by a small, usually malicious, 
secret elite group of people” (Roozenbeek & van der Linden, 2019)

− Explanations for events that “involve secret plots by powerful and malevolent 
groups” (Douglas et al., 2017)

− e. g. “Pallywood” conspiracy theory about allegedly staged Palestinian 
suffering

Source: AFP Fact Check (link)

https://factcheck.afp.com/doc.afp.com.343W9HQ
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The Badges

•Amplification
− To trick people into believing that you have large support, when there is not 

much actual support
− E. g., “astroturfing campaigns are initiated by a principal directly instructing a 

group of users who respond to extrinsic rewards – the agents” (Keller et al., 
2020) who then disingenuously support a cause, making it appear as 
supported by many genuine people
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The Badges

•Discredit
− Avert accusations by attacking and delegitimising the source of the allegations 

(Douglas et al., 2017)
− A common tactic is to discredit inconvenient voices as fake news or fabricate 

lies to make the opponent appear less trustworthy and dubious
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The Badges

•Trolling
− Deliberately provoking reactions from a target audience, often by using 

offensive language, emotional content, exploiting existing polarisation, etc.
− Etymology: Dragging a trawl net behind a fishing vessel, i. e., a trawl, to catch 

fish (Roozenbeek & van der Linden, 2019)
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